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	Reason for change:
	The current 5G system supports more than one authentication method to authenticate the UE, two of which are mandatory. The 5G System is also designed to support non-mandatory methods such as EAP-TLS. TS 33.501 clause 6.1.2 stats that 

“Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data”.

However, it has to be noted that the authentication method is executed in the ME (as specified in clause 6.2.2.2 Keys in the UE). But, the subscription data does not contain information regarding authentication methods supported by the Mobile Equipment (ME). So, the authentication method selected by the UDM/ARPF based on subscription data may not be supported by the ME. This is applicable especially when the ME supports any non-mandatory authentication method.
These scenarios can either lead to authentication failure and/or result in additional message round trips (signalling overhead) between the UE and the core network (function(s)/entities) to initiate a fresh registration with the network. 


	
	

	Summary of change:
	The UEAuth_Cap (UE Authentication Capability) parameter is included in the Registration Request message. This parameter contains the information on the authentication methods supported by the UE, ordered based on priority. 
This parameter is sent to the UDM/ARPF via the AMF/SEAF and AUSF.

The UDM/ARPF selects the authentication method based on the UEAuth_Cap and the subscription data. This mechanism provisions authentication negotiation particularly useful for UEs that support both mandatory and non-mandatory authentication methods.
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***** Start of Change *****
6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1. 
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method

The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the Registration Request. The UE shall include the UE Authentication Capability (UEAuth_Cap) in the Registration Request message to indicate the authentication methods which are supported to the AMF/SEAF.
The SEAF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the SEAF wishes to initiate an authentication. 

The Nausf_UEAuthentication_Authenticate Request message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2]
The SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Request message in case the SEAF has a valid 5G-GUTI and re-authenticates the UE. Otherwise the SUCI is included in Nausf_UEAuthentication_Authenticate Request. SUPI/SUCI structure is part of stage 3 protocol design.
The Nausf_UEAuthentication_Authenticate Request shall furthermore contain:

-
the serving network name, as defined in sub-clause 6.1.1.2 of the present document.
-
UEAuth_Cap
NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name. The AUSF shall store the received serving network name temporarily. If the serving network is not authorized to use the serving network name, the AUSF shall respond with "serving network not authorized" in the Nausf_UEAuthentication_Authenticate Response.
The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;
-
UEAuth_Cap;

-
the serving network name;

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM/SIDF shall be invoked if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.
Based on the subscription data retrieved using the SUPI and the UEAuth_Cap, the UDM/ARPF shall choose the authentication method. 

NOTE 3:
The Nausf_UEAuthentication_Authenticate Response message is the reply to the Nausf_UEAuthentication_Authenticate Request message and is described as part of the authentication procedures in section 6.1.3.
***** End of Change *****
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